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Anatomy of a Hack
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Hospital Cyber

Resiliency Initiative
Landscape Analysis

’ B9 Healthcare & Public Health
C Sector Coordinating Council
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Unit42 research presented at H-ISAC on the suspects’ means of initial access in healthcare

Suspected Means of Initial Access

Software
Vulnerabilities
31%

Brute-force
Credential
Attacks

Previously
Compromised
Credentials

Insider Threat

Phishing I y
37% \ \sOcm Engineering

Abuse of Trusted
Relationship(s)/Tool(s)

. _ <plancestry m
Social engineering

*This includes email phishing schemes, pretext
calls, smishing, vishing, and

> With Al enhancements

» Help Desk Manipulation

Exploiting technical vulnerabilities

« Unpatched known and exploited
vulnerabilities (KEV) — 3™ Party software

« Chained vulnerabilities exploitations —
including cloud services

» Insecure Remote Desktop Protocol (RDP)

- Zero-day vulnerabilities

Stolen credentials

*This includes threat actors gaining access to
employees’ credentials via social engineering,
email accounts, password spray attacks

*Active Directory compromise [J]Z= anerican Hospita

Association™
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Who are the Hackers? $10.000.000 USD | REEAEY:143:)
Foreign Cyber Organized Crime o s e s o ~_GRU 29155 CYBER ACTORS _
Groups -Ransomware as a Service
Groups

Nation State Military and

Intelligence Services
 WANTED

, , ) BY THE FBI
Sometimes Both - Hybrid Threat

Why Attack Hospitals and Healthcare ? e
Stolen Data Monetization - PHI, PII, ‘yﬂ = Qs

TLP AMBER: Limited Disclosure. This information may be shared within your organization.

Financial, Medical Research (IP) - memc—
Enduring Value oo

AHA and Health-ISAC Joint Threat Bulletin:
Actionable Indicators of Compromise Related to
Recent Health Care Ransomware Attacks

Data Extortion
WANTED

B Y "I"ELE. E B3

Impact - Ransomware Creates a “Threat
to Life” situation

Intelligence Value of Information —
Strategic and Tactical
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Alert Number: I-120324-PSA
December 3, 2024

Criminals Use Generative Artificial Intelligence to Facilitate
Financial Fraud
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Alert Number: 1-051525-PSA
May 15, 2025

Senior US Officials Impersonated in Malicious Messaging
Campaign

Al G

Criminals| FBI is issuing this announcement to warn and provide mitigation tips to the public about
an ongoing malicious text and voice messaging campaign. Since April 2025, malicious
actors have impersonated senior US officials to target individuals, many of whom are
current or former senlor US federal or state government officials and their contacts. If you
receive a message claiming to be from a senior US official, do not assume it is authentic.

social
invest
fraud

e SPECIFIC CAMPAIGN DETAILS

The malicious actors have sent text messages and Al-generated voice messages ~
techniques known as smishing and vishing, respectively — that daim to come from a
senior US official in an effort to establish rapport before gaining access to personal
. accounts. One way the actors gain such access is by sending targeted individuals a

q malicious link under the guise of transitioning to a separate messaging platform. Access to

personal or official accounts operated by US officials could be used to target other
. i government officials, or their associates and contacts, by using trusted contact
nves information they obtain. Contact information acquired through soclal engineering schemes
could also be used to impersonate contacts to elicit information or funds.

"Smishing” is the malicious targeting of individuals using Short Message
Service (SMS) or Multimedia Message Service (MMS) text messaging
"Vishing®, which may incorporate Al-generated voices, is the maliclous
targeting of individuals using voice memos. Both smishing and vishing use
tactics similar to spear phishing, which uses email to target specific individuals
or groups

Al-Ge

SMISHING, VISHING, AND SPEAR PHISHING ARE COMMON CRIMINAL

Criminals Use Generative Artificial
Intelligence to Facilitate Cyber Attacks

= Advanced and Rapid Identification
of Network and Software
Vulnerabilities

=  Advanced and Rapid
=  Al-Generated Text
= Al-Generated Images

=  Al-Generated Audio, aka Vocal
Cloning

= Al-Generated Videos
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Hacking and Attacking Health Care
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2020 2021 2022 2023 2024 2025

425 incidents 518 incidents 556 incidents 591 incidents 592 incidents 353incidents
27M people 43M people 44M people 136M people 259M people 33M people
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2025 - Top 25 Reported Healthcare Hacks, as of 09/29/2025

Episource, LLC CA Business Associate 5418,866 08/06/2025 Hacking/IT Incident  Network Server
Blue Shield of California CA  Business Associate 4,700,000 04/09/2025 Hacking/IT Incident  Network Server
DaVita Inc. CO  Healthcare Provider 2,689,826 08/01/2025 Hacking/IT Incident  Network Server
Anne Arundel Dermatology MD  Healthcare Provider 1,905,000 07/11/2025 Hacking/IT Incident  Network Server
Radiology Associates of Richmond, Inc. VA  Healthcare Provider 1,419,091 07/01/2025 Hacking/IT Incident  Network Server
Southeast Series of Lockton Companies, LLC (Lockton) GA  Business Associate 1,124,727 02/28/2025 Hacking/IT Incident  Network Server
Community Health Center, Inc. CT  Healthcare Provider 1,060,936 01/30/2025 Hacking/IT Incident EMR, Network Server
Frederick Health MD  Healthcare Provider 934,326 03/28/2025 Hacking/IT Incident = Network Server
McLaren Health Care M Healthcare Provider 743,131 06/24/2025 Hacking/IT Incident  Network Server
Medusind Inc. FL Business Associate 701,475 01/07/2025 Hacking/IT Incident  Network Server
Kelly & Associates Insurance Group, Inc. MD  Business Associate 553,332 04/00/2025 Hacking/IT Incident  Network Server
Goshen Medical Center NC Healthcare Provider 456,385 09/17/2025 Hacking/IT Incident  Network Server
Ascension Health MO  Healthcare Provider 437,329 04/28/2025 Hacking/IT Incident = Network Server
Onsite Mammography MA  Business Associate 357,265 04/21/2025 Hacking/IT Incident  Email
St Clair Orthopaedics & Sports Medicine MI Healthcare Provider 340,000 01/30/2025 Hacking/IT Incident  Network Server
New Era Life Insurance Companies X Health Plan 335,506 02/11/2025 Hacking/IT Incident  Network Server
Compumedics USA, Inc. NC Business Associate 318,150 06/27/2025 Hacking/IT Incident  Network Server
Allegheny Health Network Home Medical Equipment LLC and Alleghe PA  Healthcare Provider 292,773 01/17/2025 Hacking/IT Incident  Network Server
umpano Patricios, P.A. FL Business Associate 279,275 07/03/2025 Hacking/IT Incident  Network Server
Union Health System, Inc. IN Healthcare Provider 262,831 04/21/2025 Hacking/IT Incident  Network Server
364 Incidents 33,289,884 Individuals impacted
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ird- ; UnitedHealth Estimates Change
Third-party cyber risk exposure Healthcare Hack Impacted About 190

= Data theft Million People

Over half of the U.S. had private data stolen in a 2024 cyberattack at th
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US.NEWS

A massive telecom threat was stopped
right as world leaders gathered at UN
headquarters in New York

This photo provided by the U.S. Secret Service, in New York, Monday, Sept. 22, 2025, shows SIM card packaging that was seized by the agency. (U.S. Secret
Service via AP)

The LS. Secret Service has dismantied a massive hidden talecom network in New York. Investigators say the system could have crippled call towers and jammad 911 calls. (AP Video: David R. Martin)
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PASSENGERS CAST SHADOWS AT LONDON'S HEATHROW AIRPORT IN 2018. IMAGE: YOLANDA SUEN VIA UNSPLASH

Daryna Antoniuk

September 24th, 2025 UK authorities announce arrest in cyberattack that

| disrupted European airports
Britain's National Crime Agency (NCA) said it has arrested a man as part of an investigation ‘[:-]/.a/' American Hospital
into a cyberattack that disrupted flights at Heathrow and several other European airports Association
over the weekend. Advancing Health in America



Cloudflare Joins List of Salesloft Drift
Breach Victims

B A e S—— European Airport Cyberatock:
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Sing'e Point of Failure Triggers Systemic Crisis
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Seeks Salesforce Data
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TLP AMBER: Limited Disclosure. This information may be shared within your organization.
September 8, 2025

Joint Bulletin: Proliferation of the .med Top-level
Domain and Associated Risks to the Health Sector

EXECUTIVE SUMMARY

Health-ISAC and the American Hospital Association (AHA) collaborated 1o develop a
joint bulletin, raising awareness about the new .med Top-Level Domain (TLD) and
polential cybersecurity risks to health sector organizations. When originally developed
approximately 10 years aqo, the .med TLD was intended for use by the health sector to
help end users identify reliable medical websites. However, on Sept. 2, 2025, the
domains in the .med TLD were made avaiable for purchase by the general public, on a
first-come, first-served basis, with no health care affiliation verification
requirements or verification that the registrant is authorized to make a .med TLD
registration on behalf of a known health care organization.

The potential for unverified .med TLD proliferation also introduces significant risks,
particularly the potential for exploitation by threat actors. It appears that the current
validation process o register .med TLD is insufficent to warrant implied trust in the
.med TLD, raising concerns about potential malicious use by threat actors. This bulletin
outlines how .med domains can be leveraged for nefarious purposes, such as lookalike
domains, and provides actionable recommendations to mitigate these rnisks.

“The AHA proactively worked with the field to identify this potential strategic and
systemic cyber risk before it materialized. The guidance in this advisory will help
members mitigate the risk associated with the appalling and irresponsible lack of
controls in the registration process for .med domains,” said John Riggi, AHA national
advisor for cybersecurity and risk. “This advisory should be shared broadly with hospital
and health system leadership in all functions.”

ANALYSIS

The .med TLD, despite its intended purpose of establishing a trusted medical
community, is susceptible to the same types of abuse as other TLDs. In fact, its very
nature as a domain designed for medical professionals and entities makes it a prime
target for threat actors looking o exploit its inherent credibility. o~
[;-];_,"American Hospital

Association™
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Dialysis firm DaVita hit by ransomware
attack, says patient care continues

By Reuters

R A <

Interlock Begins Leaking Kettering Health's
Stolen Data

T Hase

B S
B A

ST. JOSEPH HOSPITAL IN NASHUA, NEW HAMPSHIRE. CREDIT: ST. JOSEPH VIA LINKEDIN

Jonathan Greig

May 30, 2025 Hospitals in Maine, New Hampshire

s | cyparcrime | limit services after cyberattack on
Catholic health org

Ransomware attack on OneBlood
disrupts Florida blood suprly,
sparks urgent donation call

by Caden Delisa | Aug 2, 2024
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FBI Director Wray talks cyberattacks, workplace violence
@ Apr 25, 2023 - 03:49 PM

“What it comes down to
is that cyber risk is
business risk, and cyber-
attacks on hospitals
specifically, are really
threats to life.”

FBI Director Wray at the AHA
Annual Conference - 4/25/2023

More than 1,000 executive leaders from the nation’s top hospitals and health systems convened at the 2023 AHA Annual
Membership Meeting, April 23-25 in Washington, D.C.
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Salt Typhoon: A Wake-Up Call For Strengthening
Telecom Cybersecurity

By Milind Gunijan , Forbes Councils Member.

for Forbes Technology Council, COUNCIL POST | Membership (fee-based)
Mar 05, 2025, 06:15am EST

 |Volt Typhoon: The Cybersecurity |

‘Industry Effect on Critical
~ |Infrastructure

Flax Typhoon using Iet_‘:';'itimate software ==
to quietly access Taiwanese organizations = =

By Microsoft Threat Intelligence

e - |
A‘* Microsoft: Chinese Hackers “Sllk
/ 5 ,, |Typhoon” Now Target the IT Supply
e Chain




Joint Cybersecurity Advisory
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Countering Chinese State-Sponsored Actors
Compromise of Networks Worldwide to Feed Global
Espionage System

ERY4)-REE O y;g ¥ y‘

Executive summary

People's Republic of China (PRC) state-sponsored cyber threat actors are targeting
networks globally, including, but not limited 10, telecommunications, government,
transportation, lodging, and miltary infrastructure networks. While these actors focus on
large backbone routers of major telecommunications providers, as well as provider edge
(PE) and customer edge (CE) routers, they also leverage compromised devices and
trusted connections 1o pivol into other networks. These aclors often modify routers to
maintain persistent, long-ferm access o networks

This activity partially overiaps with cyber threat actor reporting by the cybersecurity

industry—commonly referred to as Salt Typhoon, OPERATOR PANDA, RedMike, o~
UNCS5807, and GhostEmperor, among others. The authoring agencies are not adopting [:]/" American Hospital
a particuiar commercial naming convention and hereafter refer to those responsibie for / Association™

Advancing Health in America
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COP29 WarinUkraine US electi L s Po ts Peollof Pells  Policy news Events

UK warning: Russia’s
‘aggressive’ cyber warfare is
threat to NATO

Russian state-aligned groups have stepped up their cyberattacks against
NATO countries in the past year, according to a senior British minister,

.

WERT Gy
“
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UK grocery stores says it was hit by ransomware

By Sean Lyngaas, CNN
© 2 minute read - Published 3:41 PM EST, Sun November 24, 2024

B X = ® O 1comment

‘n “Y Public Service Announcement

- y } FEDERAL BUREAU OF INVESTIGATION

Alert Number: 1-082025-PSA

August 20, 2025

Russian Government Cyber Actors Targeting Networking Devices, Critical

Infrastructure

Russian Military Cyber.
Global Critical Infrastru

Summary

The Federal Bureau of Investigation (FBI), Cybersecurity and Infrastructure Security Agency (CISA), and
National Security Agency (NSA) assess that cyber actors affiliated with the Russian General Staff Main
Intelligence Directorate (GRU) 161st Specialist Training Center (Unit 29155) are responsible for computer
network operations against global targets for the purposes of espionage, sabotage, and reputational harm
since at least 2020. GRU Unit 29155 cyber actors began deploying the destructive WhisperGate malware
against multiple Ukrainian victim organizations as early as January 13, 2022. These cyber actors are
separate from other known and more established GRU-affiliated cyber groups, such as Unit 26165 and
Unit 74455.

To mitigate this malicious cyber activity, organizations should take the following actions today:

* Prioritize routine system updates and remediate known exploited vulnerabilities.
* Segment networks to prevent the spread of malicious activity.

= Enable phishing-resistant multifactor authentication (MFA) for all externally facing account services,

especially for webmail, virtual private networks (VPNs), and accounts that access critical systems.

This Cybersecurity Advisory provides tactics, techniques, and procedures (TTPs) associated with Unit
29155 cyber actors—both during and succeeding their deployment of WhisperGate against Ukraine—as

The Federal Bureau of Investigation (FBI) is warning the public, private sector, and international
community of the threat posed to computer networks and critical infrastructure by cyber actors
attributed to the Russian Federal Security Service's (FSB) Center 16. The FBI detected Russian

FSB cyber actors exploiting Simple Network Management Protocol (SNMP) and end-of-life
networking devices running an unpatched vulnerability (CVE-2018-0171) in Cisco Smart Install

(SMI) to broadly target entities in the United States and globally,

ne 1op 1en ransomware groups HuUS Nas seen largeung e neaincare Ssector.

Report

This chart shows the top 10 most active ransomware groups HC3 has seen targeting the U.S. HPH:

THE s2308. TIMES

" Chinese ship ‘detained’ after Baltic
Sea cables were severed

The cargo ship, which had docked in Russian ports, has been stopped in the Dan
Kattegat strait, with a navy patrol boat guarding it

BCS East-West Interlink cable
1 Sector Cybersecurity — C-Lion cable
lination Center » N T
== Yi Peng 3 cargo ship, N |
Nov 16-18 route

>1700

ary and open-
acks against the
acted the U.S.
level insight into

Possible location for
break in C-Lion cable

(LAST SIX MONTHS)

HC3'S TOP 10 MOST ACTIVE RANSOMWARE GROUPS AHL L : _100 miles

Graphic by The Times and Sunday Times. Source. Marinetraffic

#2: ALPHV aka BlackCat Ransomware Operator(s) 7— / ﬁmerls:a‘.tr' H?Spltal
#3: BlanUian Ransomware Operator(s) _ ssociation
#4: Akira Ransomware Operator(s | Advancing Health in America
#5: BlackSuit Ransomware Operator(s -



=\

— —— — -

News ‘ Breaking News Iran Donald Trump Cyberattacks Terrorism Israel Dhs War

=% DHS Warns of 'Heightened Threat' After US Strikes on Iran 2
-; Published Jun 22, 2025 at 2:46 PM EDT Updated Jun 22, 2025 at 6:19 PM EDT l ; S

| [ZZ= american toso

. ; American Hospital

T he U..S. @pa.rtment of HDmelani Secunt}{.(DHS) w.arned b
causing a heightened threat environment in the United 8

BN A\dvisory System Bulletin.
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Activity Surges Grot CYbersecu rity AdViSO r‘

While Exceptions Apply. Such Efforts Often Only Amount to Psychological Operations

v=

= o = TS SR ONETTE G -

DHS Adyvises of Heightened Cyber, Physic:
Threat Environment Due to Activity In Irar

No specific, credible threat to U.S. homeland or health care
organizations
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#StopRansomware: RansomHub Ransomware

Summary

Actions to take today to mitigate
Note: This joint Cybersecunity Adwisory is part of an ongoing cyber threats from ransomware:
IStwopRansomware effort o publish advisones for network o Install updates for operating

defenders that detail various ransomware yarants and
ransomware threat actors. These =StopRansomware
advisories include recently and historically observed tactics,
technigues, and procedures (TTPs) and indicators of
compromise (10Cs) 20 help organizations protect aganst
ransomware. Visit stopransomware oy to see al
zStopRansomware advisories and [0 learn more about other
ransomware threats and No-COST resorces.

The Federal Bureau of Investigation (FBI), the Cybersecurity and Infrastructure Security Agency (CSA), the
Muit-State Information Sharing end Anslyss Center (MS-HSAC), and the Depentment of Health and Humen
Services (HHS) (hereafier refemred 10 &5 the suthoring organizetions) ere relessing this joint advisory 10
disseminste known RansomHub ransomware 10Cs and TTPS. These have been identified through FBI
threat response sctivities and third-party reporting as recently &5 August 2024, RansomHub is &
ransomware-as-a-sernvice venant—formerly known as Cyciops end Knight—that has established itself as an
efficient and successful service model (recently stiracting high-profile affillates from other prominent
variants such &s LockBit end ALPHV)

systems, softwere, and fumware
a5 S00n &5 they are relessed

e Require phishing-resistant MFA
{i.e., non-SMS text besed) for as
many services as possibie.

e Trasin users 10 recoghize and
report pheshing sttempts.

Since its inception in February 2024, RansomiHub has encrypted and exfiltrated deta from at least 210
viCtims representing the water and wastewster, information technology, government services and facilites,
healthcare and public health, emergency services, food and agnculture, financial services, commercial
facilities, critical manufacturning, transportation, and communications critical infrastructure sectors.

Yowmemmdmenmmcmm contact
your jocal FBI field office or CISA’s 24/7 OperaSons Center ot Report@cisa gov or (358) 282-0870. When

dable, please include the followsng informabion regarding the incident date, teme, and location of the mcident
Yype of actvity, WOIMM mdwmumm mmdmm
or organiafion; and 3 designated point of contact SLTT org id report incidents fo MS-

company
ISAC (866-787-4722 or SOCQcisecunty.org)

Thes document is marked TLP.CLEAR mcmhﬁn Sanmnuyu:oTLPCLEARwhmm
cames mnimal or no foresesable nsk of dcadle ndes and procedures for public

releace. Sutyect fo standard copyright rnules, rwmmmuwwmk
more informasion on the Traffic Light Profocol, see hftp fwww. o533 gowitip

TLP:CLEAR

ADVISORY ;

August 29, 2024

Iran-based Cyber Actors Enabling
Ransomware Attacks on U.S. Organizations

The FBI, Cybersecurity and Infrastructure Agency and the Departiment of Defense
Cyber Cnime Center today issued a joint advisory to wam of iranian-based cyber actors
leveraging unauthorized network access to U S. organizations, including heailth care
organizations, to faciitate, execute and profit from future ransomware attacks by
apparently Russian-affiiated ransomware gangs. The iranian group, which is
associated with the Government of Iran, has conducied a high volume of cyberatiack
attempts on U .S organizations since 2017 and as recently as August 2024 Based on
an FBI assessment, the cyber actors obtain network access for espionage reasons then
collaborate with ransomware groups, including the notorious Russian-linked
ransomware groups RansomHub and APLHV aka BlackCal o executle ransomware
attacks against the espionage targel BlackCat was responsibie for the 2024 Change
Heaithcare ransomware attack, the largest and most consequential cyberatiack in U S
history. The advisory does not indicate if the iranian actors had any role in the Change
Healthcare attack but does state that the Iranian group’s ransomware activities are not
likely sanctioned by the Government of Iran

The joint advisory provides tactics, techniques, procedures, and indicators of
compromise obtained from FBI investigations and third-party reporting. The federal
agencies urge organizations to appiy the recommendations in the mitigations section of
the advisory to reduce the likelihood of compromise from these ran@an-based cyber
actors and other ransomware attacks

“This alen demonsirates the close ‘Iintemational cooperation” between hackers 1o expion
cyber espionage campaigns for criminal profit.” said John Riggl, AHA national advisor
for cybersecurity and nsk. “This alert also demonsirates the nation-state level
sophistication and expertise of the ransomware groups that target U.S. heaith care. No
heaith care organization, regardiess of ther cybersecurily preparedness, can be
expected to fully defend against a group of nation-stale-trained hackers collaborating
with sophisticated ransomware gangs. Clearly, the initial access leading to a
subsequent ransomware attack, sanctioned or not, is state-sponsored. We strongly
encourage the U.S. government 10 treat these attacks as national secunty threats, by
policy and action, and impose significant nsk and conseguences on our cyber
adversanes. Offense is the best defense.”

Although there is no Specific threat information at this time, the field is reminded 10
remain especially vigilant over the holiday weekend, as we have historically seen
increased targeting of heaith care around the holidays




TRACKING & LAW ENFORCEMENT

US Storms 29 Laptop Farms in Crackdown on North
Korean IT Worker Schemes

The US has made 29 searches of known or suspected laptop farms supporting Morth Korean individuals posing as US IT workers.

-, 2 ot
) By lonut Arghire | July 1, 2025 (4:33 AM ET)
>

» Hundreds of US companies duped into hiring North
Korean IT workers

= Americans aiding the scheme by running laptop
farms in the US to disguise their location

= The FBI conducted 21 searchers across 14 states

= These schemes are estimated to have netted more
than $88 million over six years.
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Regqgulatory and Legislative Update

o Cybersecurity bill (H.R. 7898) PL 116-321 with AHA-supported provisions
signed into law Jan. 05, 2021

= Directs HHS to provide regulatory relief for HIPAA covered victims of cyber attacks
= Recognized cybersecurity practices in place previous 12 months

= Reduced fines

= Early, favorable termination of audits

= Mitigation of other penalties

= No increased penalties for not having recognized cybersecurity practices in place

“The law provides the right balance of incentivizing voluntary, enhanced cybersecurity protocols in
exchange for regulatory relief and recognition that breached organizations are victims, not the
perpetrators.”

e Cybersecurity Act of 2015 — (High probability of renewal in 2025 to extend until 2035)

= Civil and Regulatory Protection for Sharing Cyber Threat Information and Defensive Measures with
CISA and other Federal Agencies

e HIPAA rewrite?




OFFICE of INFORMATION and REGULATORY AFFAIRS U.S. General

OFFICE of MANAGEMENT and BUDGET Services GSA
O i e R SN Administration

Reginfo.gov Search O Agenda @ Reg Review @ ICR

Home Unified Agenda Regulatory Review Information Collection Review FAQs / Resources | Contact Us

View Rule
View EO 12866 Meetings Printer-Friendly Version Download RIN Data in XML
HHS/OCR RIN: 0945-AA22 Publication ID: Spring 2025
Title: HIPAA Secunty Rule to Strengthen the Cybersecurity of Electronic Protected Health Information

Abstract:

This rule will modify the Security Standards for the Protection of Electronic Protected Health Information (the Security Rule) under the Heaith Insurance Portability and
Accountability Act of 1996 (HIPAA) and the Health Information Technology for Economic and Clinical Health Act of 2009 (HITECH Act). These modifications will improve
cybersecurity in the health care sector by strengthening requirements for HIPAA reguiated entities 1o safeguard electronic protected health information to prevent, detect,
contain, mitigate, and recover from cybersecurity threats

Agency: Department of Health and Human Services(HHS) Priority: Economically Significant
RIN Status: Previously published in the Unified Agenda Agenda Stage of Rulemaking: Final Rule Stage
Major: Yes Unfunded Mandates: Undetermined

EO 14192 Designation: Regulatory

CFR Citation: 45 CFR 160 45 CFR 164

Legal Authority: Heaith insurance Portabildy and Accountability Act of 1996 (HIPAA) sec 262 (42 U.S.C 1320d-2) Health Information Technology for Economic and
Clinical Health (HITECH) Act_sec 13401 (42 US C 17931)

Legal Deadline: None

Timetable:
- Action | Date ] FR Cite
NPRM ‘01/06/2025 90 FR
Final Action 05/00/2026 |
Regulatory Flexibility Analysis Required: Undetermined Government Levels Affected: Undetermined
Small Entities Affected: Businesses, Governmental Jurisdictions, Organizations Federalism: Undetermined

Included in the Regulatory Plan: Yes

Intemnational Impacts: This reguiatory action will be likely to have international trade and investment effects, or otherwise be of international interest
RIN Data Printed in the FR: No

Agency Contact:

Conner O'Brien

Senior Advisor

Department of Health and Human Services

Office for Civil Rights

200 Independence Ave, SW, m’ . .
Washington, DC 20201 /’ American H?Spltal
Phone: 800 537-7697 Association

Emall: ocrprivacy@hhs gov
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