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Cyber Threat Landscape: 
Risk, Impact and Preparedness
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Anatomy of a Hack  
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Social  engineering

Å This includes email phishing schemes, pretext 
calls, smishing, vishing, and

ü With AI enhancements 

ü Help Desk Manipulation

Exploiting  technical  vulnerabilities

Å Unpatched known and exploited 
vulnerabilities (KEV) ï 3rd Party software

Å Chained  vulnerabilities  exploitations ï 
including cloud services

Å Insecure Remote Desktop Protocol (RDP)

Å  Zero-day vulnerabilities

Stolen  credentials

Å This includes threat actors gaining access to 

employeesô credentials via social engineering, 

email accounts, password spray attacks

ÅActive  Directory  compromise
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Foreign Cyber Organized Crime 
Groups -Ransomware as a Service 
Groups 

Nation State Military and 
Intelligence Services 

Sometimes Both - Hybrid Threat 

Who are the Hackers?  

Why Attack Hospitals and Healthcare ?  
Stolen Data Monetization - PHI, PII, 
Financial, Medical Research (IP)
Enduring Value

Data Extortion

Impact -  Ransomware Creates a ñThreat 
to Lifeò situation 

Intelligence Value of Information ï 
Strategic and Tactical  



Á Advanced  and Rapid Identification 
of Network and Software 
Vulnerabilities 

Á Advanced and Rapid 

Á AI-Generated Text

Á AI-Generated Images 

Á AI-Generated Audio, aka Vocal 
Cloning

Á AI-Generated Videos

Criminals Use Generative Artificial 
Intelligence to Facilitate Cyber Attacks
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Recent Cyber Headlines
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2020
425 incidents

27M people

2022
556 incidents

44M people

2021
518 incidents

43M people

2023
591 incidents

136M people

2024
592 incidents

259M people

2025
353incidents

33M people

Hacking and Attacking Health Care
By the numbers

= 10 million people



2025  - Top 25 Reported Healthcare Hacks, as of  09/29/2025 



Third -party cyber risk exposure

Á Data theft

Á Network access by Third-party

Á Supply chain attacks

Á Loss of service availability > Cascading effects

Á Third Party Risk Management Program

Á Life, mission and business criticality

Á Storage or access to sensitive data

Á Privileged persistent n etwork access

Á Requirements Must be in BAA

Á AVOID exclusivity clauses ïNeed to

prepare contingency plans and

contracts prior to attack
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ά²Ƙŀǘ ƛǘ ŎƻƳŜǎ Řƻǿƴ ǘƻ 
is that cyber risk is 
business risk, and cyber-
attacks on hospitals 
specifically, are really 
ǘƘǊŜŀǘǎ ǘƻ ƭƛŦŜΦέ  

FBI Director Wray at the AHA 
Annual Conference - 4/25/2023 
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Geopolitical Risk = Cyber Risk 









Good AHA logo with transparent background.
This one will scale up well.


