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Unit42 research presented at H-ISAC on the suspects’ means of initial access in healthcare

Suspected Means of Initial Access

Software
Vulnerabilities
31%

Brute-force
Credential
Attacks

Previously
Compromised
Credentials

Insider Threat

Phishing O d

37% ; \ Social Engineering
Abuse of Trusted
Relationship(s)/Tool(s)
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Social engineering

AThis includes email phishing schemes, pretext
calls, smishing, vishing, and

U With Al enhancements

U Help Desk Manipulation

Exploiting technical vulnerabilities

A Unpatched known and exploited
vulnerabilities (KEV) i 3" Party software

A Chained vulnerabilities exploitations 1
Including cloud services

A Insecure Remote Desktop Protocol (RDP)

A Zero-day vulnerabilities

Stolen credentials

AThis includes threat actors gaining access to

e mp | o ywredewidls via social engineering,
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Alert Number: I-120324-PSA
December 3, 2024

Criminals Use Generative Artificial Intelligence to Facilitate
Financial Fraud
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FLIOERAL BUREAU OF INVI IGATION

Alert Number: 1-051525-PSA
May 15, 2025

Senior US Officials Impersonated in Malicious Messaging
Campaign

FBI is issuing this announcement to warn and provide mitigation tips to the public about
an ongoing malicious text and voice messaging campaign. Since April 2025, malicious
actors have impersonated senior US officials to target individuals, many of whom are
current or former senlor US federal or state government officials and their contacts. If you
receive a message claiming to be from a senior US official, do not assume it is authentic.

SPECIFIC CAMPAIGN DETAILS

The malicious actors have sent text messages and Al-generated voice messages ~
techniques known as smishing and vishing, respectively — that daim to come from a
senior US official in an effort to establish rapport before gaining access to personal
accounts. One way the actors gain such access is by sending targeted individuals a
malicious link under the guise of transitioning to a separate messaging platform. Access to
personal or official accounts operated by US officials could be used to target other
government officials, or their associates and contacts, by using trusted contact
information they obtain, Contact information acquired through soclal engineering schemes
could also be used to impersonate contacts to elicit information or funds.

"Smishing” is the malicious targeting of individuals using Short Message
Service (SMS) or Multimedia Message Service (MMS) text messaging
"Vishing®, which may incorporate Al-generated voices, is the maliclous
targeting of individuals using voice memos. Both smishing and vishing use
tactics similar to spear phishing, which uses email to target specific individuals
or groups

SMISHING, VISHING, AND SPEAR PHISHING ARE COMMON CRIMINAL

Criminals Use Generative Artificial
Intelligence to FacilitateCybe Attacks
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Advanced and Rapid Identification
of Network and Software
Vulnerabilities

Advanced and Rapid
AlGenerated Text
AlGenerated Images

ALGenerated Audio, aka Vocal
Cloning

AlGenerated Videos
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Hacking and Attacking Health Care

By the numbers

1 O M{P@

2020 2021 2022 2023 2024 2025

425 incidents 518 incidents 556 incidents 591 incidents 592 incidents 353incidents
27M people 43M people 44M people 136M people 259M people 33M people
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2025 - Top 25 Reported Healthcare Hacks, as of 09922025

Episource, LLC CA Business Associate 5418,866 08/06/2025 Hacking/IT Incident  Network Server
Blue Shield of California CA  Business Associate 4,700,000 04/09/2025 Hacking/IT Incident  Network Server
DaVita Inc. CO  Healthcare Provider 2,689,826 08/01/2025 Hacking/IT Incident  Network Server
Anne Arundel Dermatology MD  Healthcare Provider 1,905,000 07/11/2025 Hacking/IT Incident  Network Server
Radiology Associates of Richmond, Inc. VA  Healthcare Provider 1,419,091 07/01/2025 Hacking/IT Incident  Network Server
Southeast Series of Lockton Companies, LLC (Lockton) GA  Business Associate 1,124,727 02/28/2025 Hacking/IT Incident  Network Server
Community Health Center, Inc. CT  Healthcare Provider 1,060,936 01/30/2025 Hacking/IT Incident EMR, Network Server
Frederick Health MD  Healthcare Provider 934,326 03/28/2025 Hacking/IT Incident = Network Server
McLaren Health Care M Healthcare Provider 743,131 06/24/2025 Hacking/IT Incident  Network Server
Medusind Inc. FL Business Associate 701,475 01/07/2025 Hacking/IT Incident  Network Server
Kelly & Associates Insurance Group, Inc. MD  Business Associate 553,332 04/00/2025 Hacking/IT Incident  Network Server
Goshen Medical Center NC Healthcare Provider 456,385 09/17/2025 Hacking/IT Incident  Network Server
Ascension Health MO  Healthcare Provider 437,329 04/28/2025 Hacking/IT Incident = Network Server
Onsite Mammography MA  Business Associate 357,265 04/21/2025 Hacking/IT Incident  Email
St Clair Orthopaedics & Sports Medicine MI Healthcare Provider 340,000 01/30/2025 Hacking/IT Incident  Network Server
New Era Life Insurance Companies X Health Plan 335,506 02/11/2025 Hacking/IT Incident  Network Server
Compumedics USA, Inc. NC Business Associate 318,150 06/27/2025 Hacking/IT Incident  Network Server
Allegheny Health Network Home Medical Equipment LLC and Alleghe PA  Healthcare Provider 292,773 01/17/2025 Hacking/IT Incident  Network Server
umpano Patricios, P.A. FL Business Associate 279,275 07/03/2025 Hacking/IT Incident  Network Server
Union Health System, Inc. IN Healthcare Provider 262,831 04/21/2025 Hacking/IT Incident  Network Server
364 Incidents 33,289,884 Individuals impacted
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Third -party cyber risk exposure Healthcare Hack Impacted About 190

Million People

Over half of the U.S. had private data stolen in a 2024 cyberattack at th
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US.NEWS

A massive telecom threat was stopped
right as world leaders gathered at UN
headquarters in New York

This photo provided by the U.S. Secret Service, in New York, Monday, Sept. 22, 2025, shows SIM card packaging that was seized by the agency. (U.S. Secret
Service via AP)

The LS. Secret Service has dismantied a massive hidden talecom network in New York. Investigators say the system could have crippled call towers and jammad 911 calls. (AP Video: David R. Martin)
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PASSENGERS CAST SHADOWS AT LONDON'S HEATHROW AIRPORT IN 2018. IMAGE: YOLANDA SUEN VIA UNSPLASH

Daryna Antoniuk

September 24th, 2025 UK authorities announce arrest in cyberattack that

| disrupted European airports
Britain's National Crime Agency (NCA) said it has arrested a man as part of an investigation ‘[:-]/.a/' American Hospital
into a cyberattack that disrupted flights at Heathrow and several other European airports Association
over the weekend. Advancing Health in America
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TLP AMBER: Limited Disclosure. This information may be shared within your organization.
September 8, 2025

Joint Bulletin: Proliferation of the .med Top-level
Domain and Associated Risks to the Health Sector

EXECUTIVE SUMMARY

Health-ISAC and the American Hospital Association (AHA) collaborated 1o develop a
joint bulletin, raising awareness about the new .med Top-Level Domain (TLD) and
polential cybersecurity risks to health sector organizations. When originally developed
approximately 10 years aqo, the .med TLD was intended for use by the health sector to
help end users identify reliable medical websites. However, on Sept. 2, 2025, the
domains in the .med TLD were made avaiable for purchase by the general public, on a
first-come, first-served basis, with no health care affiliation verification
requirements or verification that the registrant is authorized to make a .med TLD
registration on behalf of a known health care organization.

The potential for unverified .med TLD proliferation also introduces significant risks,
particularly the potential for exploitation by threat actors. It appears that the current
validation process o register .med TLD is insufficent to warrant implied trust in the
.med TLD, raising concerns about potential malicious use by threat actors. This bulletin
outlines how .med domains can be leveraged for nefarious purposes, such as lookalike
domains, and provides actionable recommendations to mitigate these rnisks.

“The AHA proactively worked with the field to identify this potential strategic and
systemic cyber risk before it materialized. The guidance in this advisory will help
members mitigate the risk associated with the appalling and irresponsible lack of
controls in the registration process for .med domains,” said John Riggi, AHA national
advisor for cybersecurity and risk. “This advisory should be shared broadly with hospital
and health system leadership in all functions.”

ANALYSIS

The .med TLD, despite its intended purpose of establishing a trusted medical
community, is susceptible to the same types of abuse as other TLDs. In fact, its very
nature as a domain designed for medical professionals and entities makes it a prime
target for threat actors looking o exploit its inherent credibility. o~
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Dialysis firm DaVita hit by ransomware
attack, says patient care continues

By Reuters

R A <

Interlock Begins Leaking Kettering Health's
Stolen Data

T Hase

B S
B A

ST. JOSEPH HOSPITAL IN NASHUA, NEW HAMPSHIRE. CREDIT: ST. JOSEPH VIA LINKEDIN

Jonathan Greig

May 30, 2025 Hospitals in Maine, New Hampshire

s | cyparcrime | limit services after cyberattack on
Catholic health org

Ransomware attack on OneBlood
disrupts Florida blood suprly,
sparks urgent donation call

by Caden Delisa | Aug 2, 2024
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FBI Director Wray talks cyberattacks, workplace violence

a2 KFrad AG O2YS
IS that cyber risk Is

business risk, and cyber
attacks on hospitals

specifically, are really
UKNBIGa a2 fA

FBI Director Wray at the AHA
Annual Conference4/25/2023

More than 1,000 executive leaders from the nation’s top hospitals and health systems convened at the 2023 AHA Annual
Membership Meeting, April 23-25 in Washington, D.C.
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Salt Typhoon: A Wake-Up Call For Strengthening
Telecom Cybersecurity

By Milind Gunijan , Forbes Councils Member.

for Forbes Technology Council, COUNCIL POST | Membership (fee-based)
Mar 05, 2025, 06:15am EST

 |Volt Typhoon: The Cybersecurity |

‘Industry Effect on Critical
~ |Infrastructure

Flax Typhoon using Iet_‘:';'itimate software ==
to quietly access Taiwanese organizations = =

By Microsoft Threat Intelligence
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A‘* Microsoft: Chinese Hackers “Sllk
/ 5 ,, |Typhoon” Now Target the IT Supply
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Joint Cybersecurity Advisory
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Countering Chinese State-Sponsored Actors
Compromise of Networks Worldwide to Feed Global
Espionage System

ERY4)-REE O y;g ¥ y‘

Executive summary

People's Republic of China (PRC) state-sponsored cyber threat actors are targeting
networks globally, including, but not limited 10, telecommunications, government,
transportation, lodging, and miltary infrastructure networks. While these actors focus on
large backbone routers of major telecommunications providers, as well as provider edge
(PE) and customer edge (CE) routers, they also leverage compromised devices and
trusted connections 1o pivol into other networks. These aclors often modify routers to
maintain persistent, long-ferm access o networks

This activity partially overiaps with cyber threat actor reporting by the cybersecurity

industry—commonly referred to as Salt Typhoon, OPERATOR PANDA, RedMike, o~
UNCS5807, and GhostEmperor, among others. The authoring agencies are not adopting [:]/" American Hospital
a particuiar commercial naming convention and hereafter refer to those responsibie for / Association™

Advancing Health in America
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COP29 WarinUkraine US electi L s Po ts Peollof Pells  Policy news Events

UK warning: Russia’s
‘aggressive’ cyber warfare is
threat to NATO

Russian state-aligned groups have stepped up their cyberattacks against
NATO countries in the past year, according to a senior British minister,

.
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UK grocery stores says it was hit by ransomware

By Sean Lyngaas, CNN
© 2 minute read - Published 3:41 PM EST, Sun November 24, 2024
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‘n “Y Public Service Announcement

- y } FEDERAL BUREAU OF INVESTIGATION

Alert Number: 1-082025-PSA

August 20, 2025

Russian Government Cyber Actors Targeting Networking Devices, Critical

Infrastructure

Russian Military Cyber.
Global Critical Infrastru

Summary

The Federal Bureau of Investigation (FBI), Cybersecurity and Infrastructure Security Agency (CISA), and
National Security Agency (NSA) assess that cyber actors affiliated with the Russian General Staff Main
Intelligence Directorate (GRU) 161st Specialist Training Center (Unit 29155) are responsible for computer
network operations against global targets for the purposes of espionage, sabotage, and reputational harm
since at least 2020. GRU Unit 29155 cyber actors began deploying the destructive WhisperGate malware
against multiple Ukrainian victim organizations as early as January 13, 2022. These cyber actors are
separate from other known and more established GRU-affiliated cyber groups, such as Unit 26165 and
Unit 74455.

To mitigate this malicious cyber activity, organizations should take the following actions today:

* Prioritize routine system updates and remediate known exploited vulnerabilities.
* Segment networks to prevent the spread of malicious activity.

= Enable phishing-resistant multifactor authentication (MFA) for all externally facing account services,

especially for webmail, virtual private networks (VPNs), and accounts that access critical systems.

This Cybersecurity Advisory provides tactics, techniques, and procedures (TTPs) associated with Unit
29155 cyber actors—both during and succeeding their deployment of WhisperGate against Ukraine—as

The Federal Bureau of Investigation (FBI) is warning the public, private sector, and international
community of the threat posed to computer networks and critical infrastructure by cyber actors
attributed to the Russian Federal Security Service's (FSB) Center 16. The FBI detected Russian

FSB cyber actors exploiting Simple Network Management Protocol (SNMP) and end-of-life
networking devices running an unpatched vulnerability (CVE-2018-0171) in Cisco Smart Install

(SMI) to broadly target entities in the United States and globally,

ne 1op 1en ransomware groups HuUS Nas seen largeung e neaincare Ssector.

Report

This chart shows the top 10 most active ransomware groups HC3 has seen targeting the U.S. HPH:

THE s2308. TIMES

" Chinese ship ‘detained’ after Baltic
Sea cables were severed

The cargo ship, which had docked in Russian ports, has been stopped in the Dan
Kattegat strait, with a navy patrol boat guarding it

BCS East-West Interlink cable
1 Sector Cybersecurity — C-Lion cable
lination Center » N T
== Yi Peng 3 cargo ship, N |
Nov 16-18 route

>1700

ary and open-
acks against the
acted the U.S.
level insight into

Possible location for
break in C-Lion cable

(LAST SIX MONTHS)

HC3'S TOP 10 MOST ACTIVE RANSOMWARE GROUPS AHL L : _100 miles

Graphic by The Times and Sunday Times. Source. Marinetraffic
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