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Information Sharing Resources for External Collaborations

Information can often be difficult to share with external collaborators.  The following is presented to make information sharing in external collaborations easier.  This information is provided with the assumption that all necessary data agreements have been established, allowing for the sharing of information with external partners.
*Please note that there are links exclusive to OHSU personnel included in this document
Receiving and Sending Data
· Email
· Secure email is an option, but it is likely not the best option for large amounts of data.
· Send email securely wiki
· Globus
· The ACC supports transferring data via Globus
· Contact: acc@ohsu.edu
· Teams
· Please see information about Teams below
· Filezilla
· Filezilla is not fully supported at OHSU.  However, you can find information here.
· Axway
· Axway is recommended for large, secure file transfers.  
· The Cloud & Core Applications Team (CCAT) can help with Axway. They ask that you submit a ticket to talk through your needs. To do this, you can go to the main IT Service Portal, then click on “IT Support”, then “General Inquiry”.  In the “What kind of help do you need?” field you can mention Axway secure transfer.  In the “How can we help you?” field, make sure to put as much detail as possible and please mention the “ITCCAT Team”. 
· Axway Admin Guide, Axway Design Guide, ITG/BIAA Axway Information

Sharing Documents
· Important links
· https://ohsuitg.sharepoint.com/sites/o365-Learning/Lists/RequestaTeam/NewForm.aspx
· https://ohsuitg.sharepoint.com/sites/o365-Learning/SitePages/Get-Training.aspx
· OneDrive 
· OneDrive is not meant to be a space for sharing documents widely.  It is intended to be yours; you own it.  You can share it with a few people, but because it is yours, it creates a unique link when sharing.  While this may work for smaller collaborations, it is not the best option for large collaborations.
· Dropbox  
· Like OneDrive, with Dropbox you are the owner.  However, unlike the unique links with OneDrive, Dropbox is an account.  So, external users can access all files and folders shared with their account.
· Teams 
· Teams is meant for file sharing and conversations.  It also has SharePoint online with folder structure, libraries, and lists.  Anyone added becomes a member and an equal to you.  If an owner is out for any reason, the rest of the team can carry on without them.  You can also share files ad hoc with a unique sharing link like OneDrive, but Teams has other options as well.  Tip: Make sure everyone in the collaboration is on the latest Teams version
· Teams and OneDrive are both HIPAA and FERPA compliant and approved for PHI, though no treatment data should be stored.  Team owners are the stewards of content, so thought should be given to who is accessing what.
· External team members must be approved by the CCAT as well as Privacy and Security.  There are checks for IRB approval and security contracts among other things.  Guests also need to be added by the CCAT (they cannot be added directly by Team owners).
· Please note that if your Team is public, everyone at OHSU will have access and editing rights to any libraries or files in any non-private subchannels (private subchannels remain restricted even if in a public group).  Please also check both the Team and SharePoint Online permissions as the site members may display differently - when the public privacy setting is toggled in Teams, the corresponding SharePoint Online site becomes available by everyone at OHSU as it places the “Everyone except external users” group in the “Site members” group of the site on the SharePoint side, but the “Everyone except external users” group is not displayed in the members list in Teams.
Highlighted Features of New Teams
· You will see a notification if there is a chat or activity on your other Teams spaces.  Previously, you would need to search the other Teams space to find out if there was any activity.
· It is easier to switch between organizations.  Previously, you would need to log off and log in to the other Teams space.  Now you can switch between spaces with a click.
· In Files, you can open the file in the app, and it will still sync back to the source.
· With SharePoint Online, you can create folders, libraries, lists, and workflows.  You can also configure alerts for things like uploaded documents.
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