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Epic Audit and Sponsor Information

Many external collaborators/vendors/study sponsors have questions or request information regarding Epic monitoring and auditing.  This document presents resources to help answer those questions.
*Please note that there are links exclusive to OHSU personnel included in this document
Epic version information
1. Epic releases new updates every 3 months (February, May, August, November).  OHSU is approximately 2 versions behind these releases.  For instance, when Epic releases an update in February 2024, OHSU integrates those updates in or around August 2024.
Epic certification
1. Epic certification information – On the Epic for Research page – Under Epic for Research Related Policy and Guidance – Epic Info for Study Sponsors
1. 21 CFR Part 11 and e-Signatures in Epic
1. 21 CFR Part 11 Compliance and Epic White Paper
1. 2018 FDA Guidance Document
1. Epic ONC Certification Information
1. Compliance with any other regulations will require the investigator to review the existing Epic documentation to make the determination regarding whether those regulations are met.
Epic Audit Information
1. OHSU Audit Guidelines for Research
1. Epic UserWeb information on Audit Trails (note that you must be logged into the Epic UserWeb)
1. There are many places to view audit information in Epic.  
5. In many cases you can find the item changed, the action/event information, the date and the user who performed the audited action.  The reason for change is not always recorded.
5. In Hyperspace – in an encounter, under additional documentation, encounter specific audit trail
5. In Hyperspace - within Chart Review, on the Misc Reports tab
5. In Clarity/CDW- There are various tables specific to the subject of the audit, e.g. electronically prescribed orders, MyChart conversations, results, claims, etc.
1. Review of transcribed information: Scanning processes are managed by the Health Information Management (HIM) Technical team.  Individual departments are responsible for QA.
Sponsor Access
1. Sponsor access to Epic
1. Escorted Visitor Requirements
1. Education links (including a Quick Start Guide) are available on the EpicCare Link/OHSU Connect landing page.
Epic emergency operations and backups
1. Epic Downtimes FAQs
1. Epic Downtime Support
1. Emergency Preparedness Policy
1. Emergency Operations Plan
1. OHSU takes full backups nightly of the Epic Database.  Every 6 months, an Epic System cutover is performed, switching over to the Disaster Recovery Database (Epic-DR), which becomes production and six months later the database switches back over to production (Epic -PRD) 
1. OHSU routinely performs restoration/recovery of the PRD system and validates its health to ensure that if production is ever lost, OHSU can recover the system.
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