OHSU’s plan to combat the unauthorized distribution of copyrighted material by users of the network.

1. Technology based deterrents 
0. Use of application restriction policies – this policy prevents certain applications from being installed or used on OHSU managed devices.
0. Use of intrusion prevention systems to block traffic from known p2p applications.
1. Mechanisms for educating and informing the community.
1. Big Brain training, HIPAA Privacy and You, Respect at the University
1. Booster courses from Big Brain, Integrity Education Booster
1. Code of Conduct (Section K Business and legal Principles and Standards;Q22)
1. OHSU Acceptable Use Policy
1. USE OF COPYRIGHTED MATERIAL      No. 12-70-005
1.  ISD 007-00018 End-User Applications;  http://ozone.ohsu.edu/cc/sec/isp/00018.pdf
1. Procedures for handling unauthorized distribution of copyrighted material.
2. Disconnecting user from the network.
2. Investigating inappropriate use of OHSU resources and equipment.
2. Direct response to individual complaints/inquiries
2. Sanctions:
3. For Students: STUDENT a
3. For employees and others: 
1. Policies noted in #2 above
1.  Through OHSU HR sanctions for OHSU employees.
1. Procedures for periodically reviewing the effectiveness of the plans
3. Annual review of OHSU Information Security Policies
3. Network monitoring to determine traffic and to see if new P2P clients or proxies are being used.
3. Monitoring of installed programs on OHSU managed devices.

