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WE ARE writing in response to the article “Unex-
pected Increased Mortality After Implementation

of a Commercially Sold Computerized Physician Order
Entry System” by Han et al.! The authors are to be
congratulated for their courage in bringing their com-
pelling account of computerized physician order entry
(CPOE) implementation problems to the medical litera-
ture as they tried to interpret their results concerning
mortality. Their article is as much a search for answers as
it is a recitation of the shortfalls in their implementation
process and computer systems. It is critically important
to understand that the types of problems described by
Han et al are not limited to their institution. In fact,
setbacks and failures in the implementation of clinical
information systems (CISs) and CPOE systems are all too
common (eg, see refs 2—4). Although it is tempting to
focus solely on the role of new technology in the prob-
lems highlighted by this example, there are also impor-
tant lessons to be learned about related organizational
and workflow factors that affect the potential for danger
associated with CPOE implementation.

There are many previous publications about troubled
or failed implementations. The account by Han et al is
unique in that an adverse change in mortality rate was
associated in time with CIS and CPOE implementation.
We may question the study’s methodology and conclude
that causality was not proven, yet the assignment of
CPOE to a severity-adjusted odds ratio of 3.71 for patient
death simply cannot be ignored. Regardless of what was
or was not proven, if only one unnecessary death were

caused by the implementation process or CIS and CPOE
modules, that is one too many.

The question that must be asked is how can intelli-
gent and well-intentioned leaders at all levels of an
institution make the kind of implementation decisions
that ultimately place excellent patient care in jeopardy?
Clearly, that was not their intent, so how could it hap-
pen? What is it about CIS and CPOE that makes imple-
mentation so risky? Why are these implementations
prone to causing emotional distress,® rework,s delay,’
user protest,” temporary system withdrawal, and later
repeat implementation,® often at a cost of millions of
dollars to the hospital or health system involved? How
can institutions avoid these risks and additional costs?
These are the questions that demand answers.

We posit that the primary reason CISs and CPOE are
prone to failure is that they have the ability to pro-
foundly alter patient care workflow processes. Although
the intent of computerization is to improve patient care
by making it safer and more efficient, the adverse effects
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and unintended consequences of workflow disruption
may make the situation far worse.’ It is important to
remember that the manual processes of patient care and
documentation in place within an institution have been
finely tuned over long periods of time, usually years to
decades. Although paper charting forms, medication or-
dering, delivery and administration, and processes for
patient admission and transfer are appropriate subjects
for computerization, the transition from manual to com-
puterized methods is notoriously complex. This is a se-
verely underappreciated fact of CIS and CPOE imple-
mentation. In an ordinary business, employees, clients,
revenue, and profits may be adversely affected by com-
puterization. In a hospital, patients and caregivers are at
risk. In other words, the stakes are much higher. San-
tayana once wrote, “Those who cannot remember the
past are condemned to repeat it.”'° So perhaps what we
should do in retrospect is to learn from mistakes that
occurred in this implementation and others to help en-
sure that organizations implementing CIS and CPOE in
the future do not fall prey to Santayana’s admonition.

We can learn many things from the Han et al study.
Each of the following lessons begins with a direct quote
from the article by Han et al.

1. “Hospital-wide implementation of CHP’s [Children’s
Hospital of Pittsburgh’s] CPOE system (along with its
clinical applications platform) occurred over a 6-day
period.”—Although few organizations have the lux-
ury of pioneering institutions that spent 10 years or
more rolling out a CIS and CPOE, attempting such a
project in a few days goes beyond challenging and
borders on the temerarious.!' Previous studies have
shown that the workflow of clinicians changes signif-
icantly after implementation of these types of sys-
tems.'? Given such a huge change, clinicians must be
given time to adapt to their new routines and respon-
sibilities in a setting that is carefully managed to
ensure that patient care is not harmed in any way.
Contrary to isolated claims of success by several
Health Information Technology vendors, rapid imple-
mentation of any CIS, let alone one that changes the
way that orders are written and conducted, should
not be attempted unless planning has been thorough
and resources are abundant.'>!¢ Furthermore, time is
needed during the implementation process to evalu-
ate whether the changes in workflow are positive or
negative, safe or unsafe, and more or less efficient.
This cannot be done in a few days, even on a single
ward. Experience with countless previous CIS and
CPOE implementations has shown that not all
changes in workflow represent improvements (eg,
see refs 15 and 16).

2. “After CPOE implementation, order entry was not
allowed until after the patient had physically arrived
to the hospital and been fully registered into the
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system.”—Although accurate patient registration is
clearly important to patient safety, the care and treat-
ment of a severely ill patient should never be made to
wait for a computer system. Analysis by multidisci-
plinary teams regarding the workflows that were suc-
cessful before system implementation should have
led clinicians and system administrators to develop a
means to allow clinicians to continue to treat patients
in the best way possible. This might require using
old-fashioned paper orders in emergency situations
with subsequent entry into the CPOE system after the
patient is stable. Under no circumstances can the care
of a patient be subordinated to the idiosyncrasies of a
computer system.

. “As part of CPOE implementation, all medications,

including vasoactive agents and antibiotics, became
centrally located within the pharmacy depart-
ment.”—It is important to recognize that the reloca-
tion of all medications including ICU vasoactive drugs
to a central pharmacy, even if this were done for
administrative reasons without implementation of a
CIS and CPOE, could account for many of the adverse
effects noted in this study. Considering that the hos-
pital was already undertaking a huge disruptive or-
ganizational change affecting every caregiver in the
institution, it was unfortunate that they would also
try to institute a significant policy change regarding
pharmacy workflow to accommodate CPOE more ef-
fectively. The additive effects of the CIS implementa-
tion, CPOE implementation, and pharmacy central-
ization could have been predicted to dramatically
slow the delivery of drugs to all patients. Han et al’s
selection of interfacility transport patients as the pa-
tient population probably magnified the ill effects,
because these patients can be predicted to be more
severely ill at admission than other patients. Piggy-
backing organizational changes with significant po-
tential for adverse workflow effects onto a CIS/CPOE
implementation should be avoided if at all possible.
CIS and CPOE are disruptive in and of themselves;
interrelated workflows should be enhanced before
implementation, when possible, or at least remain
stable through the implementation period to mini-
mize this disruption. Many hospitals use small “tests
of change” on a single hospital unit to evaluate a new
care process for both efficacy and potential adverse
effects or unintended consequences. If pharmacy
centralization had been evaluated in a single ICU in
advance of CIS and CPOE implementation, it is likely
that the operational problems described by Han et al
would have been appreciated so that appropriate so-
lutions could have been put into place.

. “Because pharmacy could not process medication or-

ders until they had been activated, ICU nurses also
spent significant amounts of time at a separate com-



puter terminal and away from the bedside.”—This
was clearly an unintended consequence of comput-
erization. Careful sociotechnical analysis is required
before clinical systems are implemented to ensure
that caregivers can do their basic job at least as well
and as safely as they could before computerization.
Whenever an organization commits to moving from a
well-honed manual care delivery system to a new
computer-based model, the organization should care-
fully review and modify all applicable practices, pro-
cedures, policies, and bylaws. Mock use, full dress
drills, and trial use on individual patients and wards
should precede wider implementation. The role of the
computer in health care is not to ensure that rules
and regulations that had never been completely fol-
lowed are now rigorously followed. Rather, comput-
erization highlights the need for review, careful con-
sideration of purpose, and clear definition of intended
policies. Allowing a computer to enforce rules and
regulations without first working through all impli-
cations and potential unintended consequences for
patient care is a prescription for disaster.

. “After CPOE implementation, because order entry
and activation occurred through a computer inter-
face, often separated by several bed spaces or separate
ICU pods, the opportunities for such face-to-face phy-
sician-nurse communication were diminished.”—
Clear, 2-way, face-to-face communication is the hall-
mark of high-quality, collaborative patient care.
Assuming that ambiguities in the treatment process
are removed because all the orders are now legible
and available in a central database is inappropriate
and potentially dangerous. As the importance and
complexity of the information to be communicated
increases, the necessity of face-to-face communica-
tion increases dramatically. Careful sociotechnical
evaluation, or even trial use on a single ward, prob-
ably would have brought to light the need for better
system design. In addition, recent advances in the
capability and utility of mobile terminals, tablet com-
puters, and other devices such as hands-free, wireless
communication systems!” may allow caregivers to re-
main in personal contact while doing their computer
work. In fact, careful attention to these details has
been shown to bring care teams together and make
them more, not less, effective.'8!* Computer systems
need to be designed and implemented in such a way
as to foster appropriate levels of communication, not
hinder it.

. “This initial time burden seemed to change the orga-
nization of bedside care. Before CPOE implementa-
tion, physicians and nurses converged at the patient’s
bedside to stabilize the patient. After CPOE imple-
mentation, while 1 physician continued to direct
medical management, a second physician was often

needed solely to enter orders into the computer dur-
ing the first 15 minutes to 1 hour if a patient arrived
in extremis.”—Again, it is apparent that the conse-
quences of CPOE were not appreciated until after
implementation. Doubling physician workload, while
slowing the delivery of life-saving medications, treat-
ments, and diagnostic studies could not have been the
original intent. Careful pilot studies could have re-
vealed these issues so that solutions could have been
devised before hospital-wide implementation. Al-
though several studies have shown a small, but sig-
nificant, increase in the time required on the part of
clinicians to enter orders using a computer system, no
one has ever documented a “doubling” of physician
workload (see ref 12 for a review of several studies).

. “The physical process of entering stabilization orders

often required an average of ten “clicks” on the com-
puter mouse per order, which translated to ~1 to 2
minutes per single order as compared with a few
seconds previously needed to place the same order by
written form. However, no ICU-specific order sets
had been programmed at the time of CPOE imple-
mentation.”—Methods of entering frequently occur-
ring orders should be as easy and fast as on paper,
especially for sets of orders, with the added benefits of
100% legibility, instantaneous transmission to the
ancillary department, dose-range checking, and po-
tential drug, laboratory, and condition interaction
checking.?® Organizations must take the time to im-
plement validated standard order sets for routinely
occurring critical conditions to speed the ordering and
care process.?! Simply training users to overcome a
steep learning curve and time-consuming process of
entering many individual orders in the midst of crit-
ical patient care is not an optimal, or even effective,
solution. Therefore, organizations must work to en-
sure that the clinical content (eg, order sets), default
settings, and anticipated screen flows are designed,
implemented, and tested to optimize speed, usability,
and patient safety. Again, this may require trial use of
the system on one or a few well-defined and well-
staffed wards by a variety of users and over a pro-
longed period of time. This cannot be done in a few
days. A more reasonable estimate of the amount of
time to fully develop and vet clinical policies and
order sets and to configure, test, and implement
CPOE systems is 1 to 3 years.¢

. “Because the vast majority of computer terminals

were linked to the hospital computer system via wire-
less signal, communication bandwidth was often ex-
ceeded during peak operational periods, which cre-
ated additional delays between each click on the
computer mouse.”—Technical issues such as this can
also be anticipated and tested in advance. On top of
all the other process and workflow changes involved
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in CPOE implementation, inadequate or unreliable
computing capacity can be particularly frustrating to
clinicians and other end-users. Testing a new CIS
under peak load conditions is an important task that
can not be overlooked.

Although it is not clear whether the increase in mor-
tality rate was a direct result of the CPOE implementa-
tion or other concomitant organizational and system
changes, the CPOE implementation may well have been
responsible, and we applaud the authors for reporting
their findings and their problems with implementation.
Although it is easy to criticize organizations for reporting
implementation decisions that in retrospect seem
flawed, we must respect, appreciate, and encourage
other institutions to share their experiences so that ev-
eryone can learn from them. Likewise, regardless of
whether the technology has a direct role in adverse
effects from a specific deployment, we can take the
opportunity from case studies such as this one to learn
how to develop better systems.

The complexity of the decisions that must be made by
CIS implementation and management teams demands
iterative ongoing dialogue and feedback over time.
There is no substitute for careful workflow and socio-
technical analysis, and beyond those there is no substi-
tute for trial or pilot use of a system to uncover hidden
flaws, unintended consequences, and adverse effects.

One must avoid the inclination or temptation to
blame the adverse effects noted in this article solely on
the particular CIS or CPOE system used. This would be
the equivalent to stating that a particular brand of tool
from a hardware store was unsafe because an injury
occurred while someone was misusing it.

To return to the central question, how can well-
intentioned organizations avoid these problems? Be-
yond the solutions noted above, several collective pub-
lications on CIS and CPOE implementation are available
to guide institutions in designing a safe and effective
process.2>25 The advice in these guides, along with a
careful evaluation of caregiver workflows and trial im-
plementation in limited hospital areas, should allow safe
implementation for everyone involved, especially pa-
tients.

A very important lesson in the Han et al article is the
need to measure overall hospital mortality and adverse-
event rates when implementing major new systems.
Indeed, these mortality rates could go up even when
rates of adverse drug events (ADEs) go down, as con-
comitantly reported from Han et al’s institution.?¢ How-
ever, these particular findings need to be interpreted
cautiously, because they relied on “self-reported” ADEs,
which may have little to do with the true underlying
rate.?” Traditionally, the efficacy of CPOE systems has
been measured in terms of ADE rates; Han et al have
reminded us that we must consider the larger scope of
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patient outcomes to accurately evaluate safety and effi-
cacy.

We believe that the problems observed in Han et al’s
and others’” CPOE deployments can be overcome by
systematically developing and applying human-centered
design, implementation, and evaluation methods
adapted to point-of-care CISs. Such a systematic ap-
proach, as advocated by experienced practitioners in the
field of medical informatics, has been achieved in avia-
tion, the military, nuclear power, and the consumer
software industry; it can, and must, be achieved in
health care as well.
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